City of Thornton
IT Security Vendor Questionnaire and IT Architecture Review Questionnaire - Simplified
Instructions
Please answer each question and provide brief explanations for yes/no questions. Enter “N/A” where appropriate.
General
	Entry Date
	

	Project/Solicitation Name, Number
	Water Quality Profilers, 275-26

	Vendor Name
	

	Vendor Contact Name:
	

	Vendor Contact Email Address:
	


Software Development
	Do you regularly perform internal security reviews of your source code?
	

	Do you regularly have third parties perform security reviews of your source code?
	

	Do you monitor the libraries your applications depend on for vulnerabilities and updates?
	


Access and Identity Management
	Do you have Identity and Access Management policies and procedures?
	

	Do you perform background checks of your staff?
	

	Do you require all users to have unique user accounts?
	

	Does your service support federated authentication?
	

	Does your service support multi-factor authentication?
	

	Does your service support single sign-on (SSO) via a cloud-appropriate identity management system (e.g., Microsoft Identity Platform using Azure AD)?
	


Physical Security
	Are any of the services you provide to COT hosted outside of the continental United States? 
	



Endpoint and Device Administration
	What is your software’s average uptime, measured to the nearest decimal point?
	

	Do you regularly patch your systems and devices?
	

	Do you maintain endpoint protection on your devices?
	

	Do you use unsupported operating systems, software, or libraries?
	


Data Storage
	Do you have data storage, retention and disposal policies and procedures?
	

	Do you have policies related to sensitive data (PII, CJIS, HIPPA, PCI, etc.)?
	

	Do you contract with third parties to store, process, or dispose of data?
	

	Do you store data outside of the continental United States?
	


Networking
	What communication methods are used to transfer data or files between our systems and yours (HTTPS, SFTP, postal mail, etc.)?
	


IT Security Operations
	Who is the formally assigned staff member or third party responsible for overseeing your company’s cybersecurity program? Please provide name, title, email, and phone number.
	

	What cybersecurity policies and procedures have you formally documented?
	

	Do you manage security information and events?
	

	Do you have a security operations center (SOC) or use a managed security operations center (MSOC)?
	

	What are the hours of operation of your SOC or MSOC?
	


Incident Response
	Do you have an incident response plan?
	

	What would be your policy for reporting security incidents to COT (breaches, ransomware, software vulnerabilities, etc.)?
	


Security Assessments
	Do you regularly conduct internal security controls assessments?
	

	Do you regularly conduct external network and application penetration testing?
	

	What system and/or process certifications does your company have (SOC, HIPAA, PCI DSS, ISO 27001, FISMA, CJIS, etc.)?
	


Disaster Recovery and Business Continuity
	Do you have a disaster recovery plan (DRP)?
	

	Do you have a business continuity plan (BCP)?
	

	What is your recovery time objective of the services provided to COT?
	



IT Architecture
	Does this solution need to integrate with any existing systems that are within our organization’s internal network or DMZ network?
	

	Does this solution require only outbound connections to be initiated from within our organization’s network out to the internet, with no requirement for a connection to be initiated from the internet into our organization’s internal network?
	

	Can a basic diagram be sent to us depicting the data/ application flow for this solution between our internal network and your external vendor network?
	



