CoT IT Architecture Review Questionnaire - Summarized
(For Business Owners and their Vendors/Resellers)
 
Proposing Vendors are required to answer all cybersecurity questions in order for Thornton to conduct a basic cybersecurity review based upon your answers.  Failure to provide any answers to these questions may result in your firm being declared as non-responsive to this RFP.
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A. Software Development

1) Does your firm regularly perform internal security reviews of your source code?

2) Does your firm regularly have third parties perform security reviews of your source code?

3) Does your firm monitor the libraries your applications depend on for vulnerabilities and updates?

B. Applications

1) Application Flow - Describe the application and data flow for this product in a diagram. 
	
2) Versioning and Updates
a) Describe your patch management process, including how your firm reduces downtime for users.
b) Describe your methodology for versioning your release and required updates.
c) Describe your release plan schedule for notifying your clients of the impending release and updates.
d) Can you outline your deployment strategy and how you handle versioning, rollbacks, and monitoring?

3) Scalability and Performance
a) Describe how your solution can handle increased loads and scale with the growth of the application.

4) Integration and API’s
a) How do you design for seamless integration with third-party services or APIs?
b) Can you provide details on the integration protocols, APIs, and data formats?

5) Reporting and data interoperability 
a) How can transaction data be exported?
b) Describe how your solution can integrate reporting tools or how reporting tools can access our data?

C. Network

1) Topology and Design – Please provide a network topology diagram.

2) Infrastructure Requirements – Please provide network infrastructure requirements for this solution including physical ports.

3) Network Capacity and Bandwidth - What are the bandwidth requirements for this new solution?

4) Firewall and Access Control - What specific ports or protocols need to be allowed or denied?

D. Security

1) Does your firm perform background checks of your staff?

2) Does your firm require all users to have unique user accounts?

3) Are any of the services you provide to Thornton hosted outside of the continental United States, including data storage?

4) Access Control and Authentication
a) How will user authentication and access control be implemented for the new solution?
b) Are multi-factor authentication or single sign-on (SSO) mechanisms integrated, supported, or required? If so, what multi-factor products do you support?

5) Data Encryption 
a) Will data transmitted by the solution be encrypted in transit (TLS/SSL)?
b) Is data at rest encryption necessary, and if so, how will it be implemented?

6) Vulnerability Assessment and Management
a) Are there any known vulnerabilities that need mitigation before implementation?
b) How quickly do you patch known vulnerabilities once identified?

7) Does your firm regularly conduct external network and application penetration testing?

8) Security Policies and Compliance
a) Are there specific regulations or standards (e.g., PCI, HIPAA) that must be adhered to?

9) Incident Response Plan (Cloud-Hosted Solution Only)
a) Is there an incident response plan in place for the new solution?
b) How will security incidents be reported, investigated, and remediated?

E. Operations:

1) Who from your firm is the formally assigned staff member or 3rd party responsible for overseeing your company’s cybersecurity program?  Please provide their name, title, email, and a phone number.

2) What cybersecurity policies and procedures have you formally documented?

3) Does your firm manage security information and events?

4) Does your firm have a security operations center (SOC) or use a managed security operations center (MSOC)?

5) What are the hours of operations of your SOC or MSOC?

F. Systems

1) System Architecture and Design
a) Please provide detailed systems architecture diagrams and design documents for this new solution.
b) Please identify the components, modules, and dependencies within the solution.

2) Hardware and Software Requirements
a) What CoT resources will be required for this solution (hardware and/or software)?
b) What are the hardware specifications required to run the solution?
c) Are there any software dependencies, including OS’s, libraries, or third-party software?

3) Integration Points
a) Are there existing systems, DB’s, or apps that the new solution needs to integrate with?
b) Can you provide details on the integration protocols, APIs, and data formats?

4) Security Requirements
a) Are there specific access control, authentication, encryption, or auditing requirements?
b) Do you have specific hardening requirements or guidelines?

5) Scalability and Performance Requirements
a) What are the expected user loads and scalability requirements for the solution?
b) Can you define performance benchmarks and criteria for success?

6) Data Storage and Management
a) What are the data storage requirements, including database systems and data retention policies?
b) Is there any data migration or data import/export needed?

7) Load Balancing and Redundancy 
a) Does the new solution support loading balancing for high availability?
b) What redundancy mechanisms (e.g., failover) would need to be implemented?

G. Disaster Recovery and Business Continuity

1) Does your firm have a disaster recovery plan (DRP)?

2) Does your firm have a business continuity plan (BCP)?

3) What is your firm’s recovery time objective of the services provided to Thornton?
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